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June 26, 2017 
 
The Honorable Sylvester Turner, Mayor 
City of Houston, Texas 
 
SUBJECT: REPORT #2017-11 

CITY OF HOUSTON – 2017 ENTERPRISE RISK ASSESSMENT 
 
Mayor Turner: 
 
I’m pleased to submit to you the Enterprise Risk Assessment (ERA) performed by the 
Controller’s Office Audit Division during Fiscal Year (FY) 2017.  This is a process that supports 
our efforts in developing the FY 2018 Annual Audit Plan and deploying the necessary resources 
to execute.   
 
As noted in the FY 2016 ERA report (#2017-01) the risk assessment process is being performed 
annually by selecting and updating five to seven departments each fiscal year.  This approach 
provides full coverage of all City Departments over a four to five year period rather than re-
perform the entire process every year.  Our methodology is consistent with professional 
standards and considers available resources, cost-benefit, and will allow us to advance the 
quality of the assessment each cycle. 
 
In selecting the departments to update, we identified and considered several factors, including 
“Notable Changes since the Previous Risk Assessment” (See Executive Summary, p.2).  Based 
on this, the six departments selected and updated for the FY2017 ERA were: 
 

 Department of Neighborhoods (DON) 

 Fleet Management Department (FMD) 

 Houston Fire Department (HFD) 

 Houston Health Department (HHD) 

 Houston Public Library (HPL) 

 Municipal Courts Department (MCD) 
 

The ERA Report contains two sections: Executive Summary and Separate Risk Profiles 
organized by key business processes within each department.  There are two primary 
perspectives that are graphically presented within the Executive Summary, and shown in detail 
within each Risk Profile.  These perspectives are described as follows: 
 

KEY BUSINESS PROCESSES – analyzed by common functions performed across the 
organization, which can reveal potential efficiencies, overlap, redundancies, synergies, and 
leverage of resources.  This perspective is looking at activities that the City performs without 
consideration of its organizational structure; and 
 
DEPARTMENTAL - analyzed in terms of the impact and likelihood of risk associated with the 
organizational design in executing the City’s overall mission and objectives. 
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We appreciate the cooperation and professionalism extended to the Audit Division during the 
course of the project by personnel from DON, FMD, HFD, HHD, HPL and MCD. 

Respectfully submitted, 

(i~~ 
Chris B. Brown 
City Controller 

xc: City Council Members 
Marvalette Hunter, Chief of Staff, Mayor's Office 
Kelly Dowe, Chief Business Officer, Mayor's Office 
Harry Hayes, Chief Operating Officer, Mayor's Office 
Shan nan Nobles, Chief Deputy City Controller 
Courtney Smith, City Auditor, Office of the City Controller 
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activities that the City performs without consideration of its organizational structure2 (For a 
contrasting perspective, see Graph 1). 

The common KBPs are identified as follows: 

 Administration 

 Communications 

 Compliance 

 Customer Service 

 Disaster Recovery 

 Facilities Management 

 Financial Management 

 Fleet Management 

 Grant Management  

 Human Resources (HR) 

 Inventory/Materials Management 

 Information Technology (IT) 

 Payroll 

 Procurement 

 Project/Construction 
Management 

 Public Safety 

 Records Management 

 Revenue Generation (and 
Collection) 

 Security 

 Specific Operational 
 

NOTE:  ‘Specific Operational’ is made up of processes that are unique to the operations of the various 
Departments (e.g. “Call-Taking” for the Houston Emergency Center (HEC), “Certification” of Minority, 
Women, and Disadvantaged Business Enterprise (MWDBE) for the Office of Business Opportunity 
(OBO), “Collection” for Solid Waste Management, etc.).  For purposes of the report ‘Security’ was 
combined primarily within ‘Public Safety’. 
 
 

RISK IDENTIFICATION AND RATINGS –  

It is important to clarify the factors used in determining the levels of risk as presented in the 
departmental risk assessments.  For audit purposes, risk is evaluated by distinguishing between 
types of risk.  For purposes of the ERA and its support for the Annual Audit Plan, the following 
definitions are provided: 

INHERENT RISK – the perceived likelihood and impact associated with an entity or activity that 
exists simply from the perspective of its current environment.  This assumes no significant 
actions taken by management to mitigate (address) those risks.  For example, the City has 
inherent risks associated with its geographic location, funding sources, population, global 
economy, structure of federal and state government, etc.  This can then begin to be refined to 
the Departments within the City government. 
 
CONTROL RISK – the perceived likelihood and impact of deficiencies in management controls 
put in place to ensure the achievement of objectives, protection of assets, financial reporting, 
etc.  These are based on managerial decision-making, risk management techniques and 
strategy, which are generally within the accountability and control of operational management. 

For example the design of the organizational chart, structure of reporting lines, and 
development of major processes to execute the mission and objectives are high-level 
examples of management controls and risk management techniques. 

                                                           
2
 The ratings were determined by applying each KBP within each Department to the weighted criteria identified in the ERA 

Process Section.  A “High” rating indicates that conditions and events which prevent the City from achieving its objective(s) 
within that process could have a significant impact.  This is measured in terms of disruption to essential services, financial loss, 
ability to protect public health and safety, impediments to economic development, or negative perception.  In contrast, a “Low” 
rating indicates that the impact of such an occurrence would be minimal or the likelihood of occurrence is remote.  
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RESIDUAL RISK – the level of impact and likelihood of an adverse event occurring to impede 
the City, Department, and/or Key Business Processes from achieving success after identifying 
and testing of management (internal) control structure. 

AUDITOR RISK – this is the probability that the Auditor will render erroneous conclusions to the 
audit objectives based on; insufficient and/or inappropriate evidence, lack of reasonable 
auditor judgment, lack of proficiency or competency, lack of sufficient resources or tools to 
perform substantive procedures.  This risk category comes into play during audits of 
Departments, Sections, Divisions, or Key Business Processes. 

 
The ERA considered primarily inherent risks, with limited identification of control 
risk as self-reported by management.  We did not substantively test specific 
management controls in detail and therefore, do not render an opinion on the 
effectiveness of design nor the efficiency in implementation or existence.  The 
ratings do not imply a judgment on how management is addressing risk and thus 
is not a specific assessment of management performance nor concludes on 
‘Residual Risk’.  The actual projects3 performed will allow us to test more 
comprehensively where necessary.  Additionally, as we continue the annual ERA, 
we will be able to bring the assessment to a deeper level, and thus help us to 
effectively adjust our course and focus our efforts. 
 
The ratings were determined by applying each Key Business Process within each 
Department to the weighted criteria identified below.  For example, a “High” rating 
indicates that conditions and events which prevent the City from achieving its 
objective within that process could have a significant impact in terms of 
disruption to essential services, financial loss, ability to protect public health and 
safety, impediments to economic development, or negative perception.  In 
contrast, a “Low” rating indicates that the impact of such an occurrence or 
aggregated occurrences would be minimal. 

The following graphs summarize the Audit Division’s assessment of risk from two different 
perspectives:  (1) Department and (2) Key Business Process (KBP).  Each KBP was evaluated 
within each department and then rated based on the same weighted criteria as shown on page 
5. 
  

                                                           
3
 NOTE: Where the term ‘projects’ is used in the Audit Plan, this includes audits, reviews, monitoring, and other 

ongoing procedures, etc. 
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GRAPH 1 –OPERATIONAL RISK PROFILE BY DEPARTMENT
4
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    Evaluating all of these various factors provides indicators on prioritizing the potential projects for 
the upcoming year.  In other words, this points us in the direction of “what” to audit.  We then 
identify the available resources to determine the volume of activity to include in our plan. 

   
    
    
    
    
    
     

    
  

                                                           
4
 The blue vertical bars represent the 6 departments updated for the FY2017 ERA.   
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GRAPH 2 – OPERATIONAL RISK PROFILE BY KEY BUSINESS PROCESS
5
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The risk assessment revealed that the areas of Fleet Management, Grant Management and 
Project/Contract Management fall within the high risk category (See Graph 2 above). 
  

                                                           
5
 ‘Specific Operational’ is comprised of those key business processes that are unique to the operations of the 

various Departments (e.g. “Call-Taking” for the Houston Emergency Center (HEC), “Certification” for Minority, 
Women, and Disadvantaged Business Enterprise (MWDBE) for the Office of Business Opportunity (OBO), 
“Collection” for Solid Waste, etc.).

 

Administration

Communications

Compliance

Customer Service

Disaster Recovery…

Facilities Mgmt

Financial Mgmt

Fleet Mgmt

Grant Mgmt

HR

Inv/Mat'ls Mgmt

IT

Payroll

Procurement

Proj/Contract Mgmt

Public Safety

Records Mgmt

Revenue Generation

Specific Operational

Med High Low 












































































